"There are only two types of companies:
those that have been hacked,

and those that will be.”

Robert Mueller
FBI Director, 2012

Is Cyber Insurance the Next Big Thing?
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Cromar Insurance Brokers

A With an established presence of more than 65 years of experience in
the International, British and Greek Insurance markets.

A We are International Insurance and Reinsurance Brokers. We place
risks with a carefully selected group of international and domestic
Insurance companies and make sure all insurers we cooperate with
adhere to our demanding security standards.

A Our primary capacity is asa LLOYD'SCoverholder .

A We have been granted binding authorities from three of the leading
L L OY &yndigatesas follows: Tokio Marine KILN, BEAZLEX. QBE
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Historical Development of Cyber (Re)lnsurance

Evolution of the U.S. Product

) o5 D> 2005 D 2000 > 2005 5 20 J

« Cyber insurance first » Privacy breach notice = Following California™ = Cyber becomes = Cyber is undenwritten
emerged as a product. laws enacied in example, 47 of the 50 privacy issue. by cwer 60 insurers
California, furthering siates have enacted and produces over $1
demand for cyber compulsany breach bilion @ year in premium
products. notification legislation, income.
driving the cyber market
in the LS.

Evolution of the European Product

) 1595 > M0 > 0m > 05 ) 20 > 25

» Data protection = [ncreased ~ Reform of Data = EU announced = Insurers deyelop = Expecied
dirediive in the ELL refiance on T Protection the Cyber Security intermational implementation
. Established data and high-profile Legislation Directive, which will aofferings. 25-30 of the Reform of
protection as a hacking scandals released by the impose minimum markets in Londaon. Data Protection
right for EU citizens. lead to increase EL. These detailed Security measures Legislation.
in enquiries for compulsory breach on businesses. (However, this date
Cyber insurance in notification ules i5 a moving target).
Europe. inrease fines to be

enforced and other

requirements for
data protection.

Source: Historcal Development of Cyber (Relinsurance, ZCCapitalldeas.com, Ooctober 23, 20,

LLOYDS
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American Cyber Insurance Market 2014

The cyber insurance market will triple in size to

$10 billion in annual premiums by 2020 (ABI)
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Corporate Assets
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The Average Total Organizational Cost of Data Breach
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The Average per Capita Cost of Data Breach
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The Average per Capita Cost of Data Breach per Industry
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Time from Earliest Evidence of Compromise to Discovery
of Compromise

Time from Earliest Evidence of Compromise How Compromises Are Being
to Discovery of Compromise Detected

A 205

median number of days that threat
groups were present onavictim's
network before detection

4 24 days less than 2013 mj

69%

Q 31%
victims discovered

the breach internally

victims notified by

Longest Presence: 2,982 days an external entity

dze &% Trends 2015 A View from the Front Lines
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The Data Protection Landscape - GDPR

General Data Protection Regulation

A Fines - of up to EUR 20m or 4% of annual global turnover for breaches
of the rules

A Breach notification :
dRegulator -owi t hout undue del ayd and w
d Affected Individuals d only where breaches likely to pose a high risk

A Data Protection Officers

A Data Privacy Impact Assessments
A Focus on Compliance & Risk Management

INSURAMCE BROKERS LTD
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Simplified Overview of a Data Breach

Discovery of a Data
Breach

Theft, loss, or Unauthorized
Disclosure of Personally
Identifiable Non-Public

Information or Third Party
Corporate Information that is in
the care, custody or control of the
Insured Organization, or a third
party for whom the Insured

Organization is legally liable

% CROMAR
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Evaluation of Managing the
the Data Short-Term
Breach Crisis

Moftification and
Credit Monitoring

Forensic
Investigation and |
Legal Review

Public Relations

Coverholder at [RREs) R

Handling the
Long-Term
Consequences

Class-Action
Lawsuits

Regulatory Fines,
Penalties, and
Consumer Redress

Reputational
Damage

Income Loss




Cyber Insurance Covers

CYBER INSURANCE COVERS:

LIABILITY EVENT BUSINESS CYBER
RESPONSE INTERRUPTION EXTORTION

@Symantec
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Insurance Covers at a Glance

First Party Coverage

A Crisis Management & Identity Theft Response: Expenses for
communications to notify affected customers, provide credit
monitoring or identity theft services conduct forensic investigations,
and for expensesincurred in retaining a crisis management or public
relations firm for the purpose of protecting/ restoring the
Or gani zrgoutatiann 0 S

Regulatory Defence and Penalties

Cyber Extortion

Data Asset Protection : Recovery of your costs and expenses
incurred to restore, recreate or regain accessto any software or
electronic data

A Network Business Interruption : Reimbursement for loss of income
and/or extra expense resulting from an interruption or suspension of
systems

E CROMAR Coverholder at
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PCI Fines & Costs

A PCI Forensic Investigator in order to comply with the terms of a
Merchant Services Agreement to investigate the existence and
extent of an actual or suspected compromise of credit card data

A Fees charged by a legal representative to determine the
applicability of and actions necessaryby the Insured Organization to
comply with the Merchant Services Agreement

A Costs for a Computer Security Expert to demonstrate thel ns ur e
ability to prevent a future electronic data breach as required by a
Merchant Services Agreement (Recertify)

A Fines levied by the Card Associations

L]

Security
Standards Council

A Card Replacements and related costs

Understanding Payment Card Industry Payment video
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http://www.insurancejournal.tv/videos/11273/

Insurance Covers at a Glance

Third Party Coverage

A Network Security Liability : Covers claims from third parties arising
from a breach in network security or transmission of malware/viruses

to third party computers and systems

A Privacy Liability : Covers claims from third parties as a result of a
failure to properly handle, manage, store or otherwise protect
personally identifiable  information, confidential  corporate
information , and unintentional violation of privacy regulations.
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PCI Insurance - Why card data security is important?

A 574 data compromises investigated
by Trustwave* across 15 countries

A 43% of investigations were in the

retail industry

A 13% were in the food and beverage

industry

A 12% were in the hospitality industry

A 42% of investigations were of e
commerce breaches and 40% of
point of sale (POS) breaches

A A data breach can cost over

$100,000 in penalties

TrustWave 2015 Global Security Report
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Claims Allocation by Business Sector
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The incident that would have the greatest impact on a
companyO0s reputation

Poor customer service _ 75%

Environmental incident NI 33%
Databreach [ 30%
Publicized lawsuits T 209
Government fines T 18%

Labor or union disputes RN 13%

Other F 2%

0% 10% 20% 30% 40% 50% 60% 70%  80%

dze &9 Experi an 0The Aftermath of SanMegaenbata Breach: Consumer
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The Aftermath of a Mega Data Breach

Consumer Sentiment

It was stressful

Time spent resolving problems caused by the
breach

Fraudulent charges on a credit card
Credit report shows fraudulent activity
Lost money

My identity was stolen

Other

Mone of the above

dze &9 Experi an 0The Aftermath
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What could be done to prevent you from discontinuing
your relationship?

|

A sincere and personal apology 43%
Free identity theft protection and credil monitoring _ 41%
services
Discounts on producls or services - 15%

Mone of the above would make a difference

54%

0% 10% 20% 30% 40% 50%

dze &9 Experi an 0The Aftermath of a Mega Data Breach: Consumer

60%

Senti me
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CEO & Data Breach

Who should take the fall when a company suffers
a major data breach?

CEO 23.9%
ClO 26.4%
CISO 34.8%

VPof IT (" 3 9%

Board of Directors | 42%

Auditors  |m— 10.2%

0% 10.0% 20.0% 30.0% 40.0%

Source: AlienVault Survey
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How do insurers rate cyber risk?

A Industry / turnover
Data d amount and type

Reliance on IT network for operations

o I» Do

IT Security, Policies and Procedures

A Compliance with regulations (Data Protection Act, Industry PCI,etc)
A Employee training

A Firewalls Encryption..

A Access controls

A Readiness to deal with an incident
A Cyber risk culture

A Claims experience

E CROMAR Coverholder at




LLOYD'S

THEWORLD'S SPECIALIST4

INSURANCE MARKET

A market where our syndicates join toget

The Lloyd's insurance market estimates that
the growing global cyber insurance market
will be worth $85 billion and is positioning
itself to be a global hub for coverage.

E CROMAR Coverholder at



http://www.lloyds.com/
http://www.lloyds.com/



http://www.cyberinsurancegreece.com/cybersecuresolution/

Beazley Global Breach Solution

. Ratings

All Beazley's managed syndicates
¢ (2B623/623/3622/3623/6107/8050)
are covered by the Lloyd's market ratings:

© A.M. Best rating A (Excellent)
i Standard & Poor's rating A+ (Strong)

LLOYD’S In addition, Beazley's admitted US carrier
. has an A.M. Best rating:

i Bearley Insurance Company, Ine. A (Excellent)

A Beazley is a pioneer in data breach response insurance and the
largest insurer of cyber liability risks in the L | o ynuhidkes .

A An insurance solution with comprehensive mitigation services for
privacy and security risks.

A 3.500+ breaches managed
A 80% of claims spend on service and managing breaches

Advisen Award 2015: Beazley Breach Response Team

A
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Cyber Privacy Risks Advisors

Home Profile My Network Jobs Jus IVices Try Premium for free

My Groups Discover Q, Search fo3

Cyber Risks Advisors
2,077 members

ABOUT THIS GROUP

9 Start a conversation with your group This group discusses issues surrounding Privacy and Data
Breach Management. We encourage Information Security,

Legal, Compliance, Governance Risk, Crisis

Enter a conversation title. . Communication Managers and Customer Care Managers

to participate by debating the need for regulations and
sharing their best practices, solutions and news about

Conversations Jobs .
_— upcoming events.

Join us on Cyber Risks Advisors

in . Academy

www.privacyrisksadvisors.com
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https://www.linkedin.com/groups/5144882
https://www.linkedin.com/groups/5144882

Portals

& - X [ www.privacyrisksadvisors.com

Privacy Risks Advisors

% Home

5 Cyber- Privacy Insurance
© How to Buy Insurance

& The Data Breach ToolKit

% Data Breach Solution

@ Infosecurity Awareness ) e iciBac
Cyber Security For Process Control "Ie. 2ncuiives
© Biggest Deta Broaches REMOTE OIL AND GAS ASSETS 2016 sote ln

Data Breach Management
@ Risk Management click here

@ Cyber Risks Academy . . w
Estimate Your Risk Exposure
@ Cyber Risks Glossary Using Data Breach Calculators QEQ 4 -

L T—

®

@ cyRM Certification

5 Pri d Telemati
it bl O The Data Breach ToolKit m
© Privacy & Telecoms
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