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FOREWORD — BIPAR CHAIRMAN

Dear Reader,The Regulation on the protection of individuals with regard to the processing of

personal data and on the free movement of such data (thecaded General Data Protection

Regulation or GDPR) will impact all firms and persons who are dealing“wpghe r s on al dat :
including insurance and financial intermediaries.

The GDPR is a crosgctoral text. It has not been drafted with the insurance or financial sector in
mind, but it applies to the insurance and financial sector, including their intermiedia

During the adoption process of the GDPR, BIPAR, in cooperation with its member associations,
informed the EU legislators (European Parliament, Council of the EU) as well as the European
Commission and the Supervisor, about requirements where thecifjp@ties of the insurance and

financial sector needed to be taken into consideration to ensure that the stability and security of
policyholders’ i nsur ance 6Samne dfroaroirds were taken ima t be
consideration but the GDPRmeins a complicated piece of regulation.

The intermediary sector is serious about the protection of its client data. In order to help
intermediariesprepare for the new rules that will apply throughout the EU with effect from May
2018, BIPAR commissioneal Commentary on the GDPR from Steptoe & Johnson LLP, which
clarifies data protection law in light of the changes brought about by the GDPR. Isabelle Audigier,
BIPAR legal Director, and Francois Lestanguet, policy advisor, led BIPAR participation inrthis wo

Responsibility for compliance with all relevant EU and national legislation rests with individual firms
and we hope that this Commentary will encourage market parties and also national regulators and
data protection supervisory authorities to develdgpgether a realistic framework and system of
data protection in the EU.

André Lamotte Nic De Maesschalck

BIPAR Chairman BIPAR Director
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The new EU General Data Protection Regulation is a complex,-sexdsrtext that will profoundly

affect how insurance and financial intermediaries process personal data in the EEA (and beyond). It
introduces numerous new concepts and requirements, whose interpretatiith input from

competent authorities- will unfold over thenext few years.

Steptoe & Johnson, LLP have been pleased to work with BIPAR in preparing a Commentary tailored
to the needs of intermediaries and designed to help them comply with the new rules.

For over 30 years, lawyers in the Brussels office gt8e& Johnson, LLP have been advising

professional associations, businesses and public bodies on a wide range of EU law questions. The
Commentary’s authors are Guy Soussan and Philip
Partners, and Daniella Terruso, Edlicy Advisor and IAPP member.

This document andinformation provided herein do not constitute advice or recommendations
regarding any individual situation and should not be relied upon as regulatory or legal advice or as a
substitute for consultatiorwith legal advisers or consultants.

For more information about Steptoe, visiiww.steptoe.com
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I.

INTRODUCTION

What is the purpose of thiscommentary?

This documentaims to help preparing for the applicaticof the® Regul ati on of t he
Parliament and of the Council on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulajiophc o mmonl y r ef eGenegatiDatao as t
Protection Regulation  @&DPR". T h ehas@BeR Bublisheth theEU' s Of f i ci al J
andwill apply from 25 Mag018throughout the European Economic Area (EEA)

Like the Directive which it repeals, the GDRRcrosssectoral andso has not been drafted with

the insurance sectospecifically in mind. Thisommentary has beenpreparedspecifically to
identify relevant provisions of the new legislation as they apply to Bipar membiegs:
intermediaries in the widest sense of the term: (re) insurance brokers, agents and Independent
Financial Advisers (IFAs).

All intermediaries whetherlarge firms or small officesise personal data to provide a variety of
services to clients: to make quotations, arrange insurance cover and offer other financial
products, manage claims, manage the client relationship, manage and conduct internal conflict
checks. They also use this data for marketing and client profiling purposes, offering renewals,
research and statistical analysis, crime prevention, credit assessment and other background
checks, internal recordeeping, and meeting legal or regulatorgquirements. Arranging
insurance and other financial producbveragemay require disclosures of personal data to
insurers and other service providers such as consultants, market researchers, quality assurance
companies, other companies in a corporate gpo industry regulators, auditors and other
professional advisors. This may require transfers of certain categofipereonal data outside

the EEA. Because of t hese activities, i nter medi a
“ pr oc édf pessonal dataand, thus fall within the scope of the legislatioAlthough data
protection complianceis not new, theGDPRclarifies roles and responsibilities. Wherever

1 The EEA comprises the 28 Member States of the European Union, Iceland, Liechtenstein and Norway.
Description taken from Bipar’s GDPR I nsurance inter med,:
8 This commentary uses these terms wherever appropriate.
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possible tlis commentary highlights aspects where there is scope to alleviate tharden on
small and medium sized enterprises.

To whom is thiscommentary of interest?

Generally,data protection legislationprotects the personal dataof identified or identifiable
persons When such a persomsides in the EEAthey are referredtas a “ da.tThs subj ec
commentaryis primarily of interest tantermediariesestablished in the EE'A h numerous
cases, such intermediaries already hold and are processing extensive personabfddada
subjects including transfes of personal datawithin the EEAand even beyondin compliance

with the Data Protection Directivédefined below) Thiscommentaryexplains data protection

law in light of the changes brought about by the GDPRrst, it summarises the legal context
which has resulted ithe adoption of the GDPR; it then describes and comments on key
requirements of the GDPR as relevant to the insurance intermediary sector, as well as
emphasises new duties for intermediaries; by way of conclusion and to help intermediaries
prepare for thenew rules, a checklist summarises the legislation and its application to
intermediaries. This commentary is not legal advice and, therefore, for specific questions,
intermediaries should take their own advice.

IT. LEeEGAL CONTEXT

Protection of personatiata has been a concern in Europe at least since the Second World War,
both in the form of international treaties the European Convention on Human Righasnd the

40n 24 June it was announced that the UK's referendum on
for the leave campaign. At the time of editing, no notification triggering the withalal process had been made by

the British Government. We expect the withdrawal process to take at least two years, and as the UK remains a full
member of the EU until the process is complete, UK operators should continue to prepare to comply with the GDPR

After withdrawal, the GDPR will still apply to operators in the UK if they offer goods or services to EU citizens or if

they monitor EU citizens'’ behaviour. I n addi tion, t he
adequate level of dta protection, comparable to the GDPR, for data transfers between the UK and the EU.
5 ijiethe “Convention for the Protection of Human Rights a
Rome on 4 November 1950 and in force since 1953.
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Counci l of Eur o p-ednd undeio specificnBUi legislatioh Gefrred ito the
background sectiobelow. The GDPR isot, therefore, a revolutiontather, it has evolved from,
and builds upon, existing textsNeverthelessthe GDPR has newnd important provisions,
which thiscommentaryexplores

{ Directive 95/46/EC (Data Protection Directive)

Currently,this directive is themain legislative source for personal dapaotectionin the EU A
directive is only bindin@gs to the goal to be achieved and, furthermore, must be implemented
into national law. In legislative pract, directivedeave Member Statedlexibility to decide on
how to achieve thegoals The Data Protection Directive is no exception ahds led to
differences imational implementinglegislation. This Directive will no longer apply when GDPR
comes into aplication.

fGeneral Data Protection Regulation (GDPR)

Directly applicable, bilng nature

Thenew rules are in the form of a regulation, which, by definitigrfliénding in its entirety and
directly applicable in all Member StatésUnlike directives,a regulation does ngttherefore,

need to be implemented into national lavindividualsand other persons carely on itdirectly

when enforcing their rightsThe GDPR also repedlsrective 95/46/EC.

Delegated acts

The GDPRprovides for acts k n o wn delegateda c t amd “implementing a ¢ t Shé .
Commission may adopt delegated acs in two areas namely standardised icon% and

6 je“Convention for the Protection of Individuals with e
in Strasbourg on 28 January 1981 and in force since 1985.
7 e Di rect i wktheEGrdpdad PaBi@nent and of the Council of 24 Octob@516n the protection of

individuals with regard to the processing of personal daf
8 A “standardised icon” is a sy mb.@gapicture aftan anelppe esectat s an
represent an email message. They are a method of providing information to data subjects of their rights as a picture.
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certification requirementS.  The certification mechanisms will enable controllers and
processors, including intermediaries, td e monst r at e t o external pal
compliance®,

The Commissiomay alsoadopt implementing act®n:

standard contractual clauses to be insertec
data controllers and data processors and between data processors;

» codes of conduct, technical standards and mechanisms for certification;

» the adequacy of protection afirded by a third country or a territory or a processing
sector within that third country or an international organisation;

+ standard data protection clauses;

+ formats and procedures so that data controllers, data processors and supervisory
authoritescm exchange information electronically

+ mutual assistance between supervisory authorities; and

+ the formats and procedures for exchange of information electronically (for market
monitoring, enforcement etc.) among supengiory authorities and the European Data
Protection Board

Member State flexibility

Although the GDPRIs a regulationmany of itsprovisionspermit Member States to retairor

introduce national rule$:. These provisions therefore risk dilutingthen i f or mi ty of t he
rules Any national law will however,be interpreted against the principles set out in tB®ORR

andmust alsabe notified to the Commission

The Commission will regulate which information may be presented by such icons and the procedures for their
approval. The term is specific to computing whasefor signs in public places, such as road signs, the term
‘pictogram” is more common.

9 Article 12(8), GDPR. Certification organisations must meet these requirements in order to offer certificates,
seals and marks to data controllers and data processso that they, in turn, can demonstrate to the public that they
comply with the GDPR.

10 Article 43(8), GDPR.

11 e.g Article 23 on restrictions of rights and duties under the GDPR required to safeguard national security,
defence,etc.

9

THE GDPR FROM AN INSURANCE AND FINANNTAERMEDIATION PERSPECTIVE



bipar

STEPTOE & J

Supervisory cooperation

Although Member States enjoy flexibility to retain or introduce national rules the current
supervisory coopefigon arrangements will changeThe Article 29 Working Part{f will
transition toa newly createdcuropean Data Protection Board (EDPRBJjose tasks are defined

in the Regulatiof® primarily to ensure consistent application of the Regulation across the EU
by issuing guidelines, recommendations and best practices on a wide rangigbfEcts It will
havelegal personality and aecretariat,shared with the European Data Protectiom&rvisor
(EDPS. National supervisory authoritiewill have toact collectively as a networklogether,
they must ensuee consistentapplication of theGDFR across the Etfor this purposemayissue
binding decisions, opinions, guidelines, recommendatiamsl best practicesas well as provide
advice to the Commission.

Background

This section summarises the main international treaties, concluded under the auspices of the
Council of Europe. Though many members of the Council of Europe are also meaoihtbies

EU, the Council of Europe is an international organisation which is separate from the EU. In
relation to human rights and the protection of personal data, it traditionally has a significant
influence on the EU, for example the European ConventiotHaman Rights forms part of EU

law and is regularly cited in judgments on protection of personal data. Thereafter, this section
focuses on the EU legal texts which underpin the GDPR.

1 European Convention on Human Rights

This Convention guarantees theight to respect for private and family life, home and
correspondence. Furthermore, it proclaims that there shall be no interference by a public
authority with the exercise of this right except such as is in accordance with the law and is

12 The Article 29Data Protection Working Party comprises representatives of: each national supervisory
authority/authorities; the European Data Protection Supervisor; and the Commission. The Working Party elects its
chairman and vicehairmen and a secretariat is providbyg the Commission.

13 Article 70, GDPR.
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necessary in a deocratic society in the interests of national security, public safety or the
economic wellbeing of the country, for the prevention of disorder or crime, for the protection of
health or morals, or for the protection of the rights and freedoms of otkers

9 Council of Europe Convention 108

This Convention is the first binding international instrument to protect the individual against
abuses which may accompany the collection and processing of personal data and to regulate at
the same time the crosborder perenal data flow.

In addition to providing guarantees in relation to the collection and processing of personal data,

it outlaws the processing of “sensitive” dat a
life, criminal record,etc, in the absace of proper legal safeguards. The Convention also
enshrines the individual ' s right to know that
necessary, to have it corrected.

Restrictions on the rights laid down in the Convention are only possible wherriding
interests €.g.State security, defencegtc.) are at stake.

The Convention also restricts crebsrder flows of personal data to States where legal
regulation does not provide equivalent protection.

1 Council of Europe recommendations

The Councibf Europe periodically issues ndninding recommendations in relation to privacy
and protection of personal data, for example Recommendation (2002)9E of 18 September 2002
on the protection of personal data collected and processed for insurance purposes.

1 EU Charter of Fundamental Rights

This charter establishes in EU law the fundamental rights set out in the European Convention of
Human Rights referred to above. It becanegally binding with the entry into force of the
Treaty of Lisbon, in December 2008 addition to theright to respect for his or her private and

14 Article 8, ECHR.
11
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family life, home and communicatiof%first enshrined in the European Convention, the EU
Charter also provides that everyone has the right to the protection of his or her personal data.
Suchdata must be processed fairly for specified purposes and on the basis of the consent of the
person concerned or some other legitimate basis laid down by law. Everyone has the right of
access to his or her data and the right to have it rectifiéd.ndependent authority must be

able to control compliance of these rufés

15 Article 7.
16 Article 8.
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III. PROTECTION OF PERSONAL DATA UNDER THE GDPR

1. Definitions

This section addres®s practical questionsthe extent to which intermediaries are within the
scope of thenew rules underthe GDPR and the definitions ofpersonal dataand data
processing

1.1. How does the legisation apply to intermediaries?

General definitions in the GDPR

As mentioned above, 4data subject is an identified o identifiable natural(living) persont’.
“Personal datéis any information that relates to them

A “data controller’ is the natural or leggberson such as a companyhat decidesthe nature

and extent ofa data processingperation® i.e.the action®i nvol vi ng a data subj
data. A data controlleris differentfrom a “data processdt, who processes data on behalf of a

data controllef®, a role typically played by, for instancan IT vendor or cloud computing

service providerin some EU Member Statemtermediaries are confined to this rale

The GDPRpermits “joint control’, for instance for an intermediary to jointly control the data
processing operation(s) with an insurer, but the terms, particularly which entity is responsible
for interadion with data subjects must be set out ithe contract and disclosedclearlyto data

17 European Data Protection Authorities agree that only living beings are protected under the legislation. Article

29 Working Party (2007), Opinion 4/2007 on ttomcept of personal data, WP 136, 20 June 2007, p.22. Recital (14)

GDPR states “Protection afforded by the Regulation shoul
place of residence, in relation to the processing of their personal dékés Regulation does not cover the processing

of personal data which concerns legal persons and in particular undertakings established as legal persons, including

the name and the form of the | egal person and the cont acHt
18 Article 4(7), GDPR.

19 See section 1.3.

20 Article 4(8), GDPR.
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subjects Although this is not new in Union law, not all Member States previously allowed
intermediaries to be joint controllers, so in this sense, it is a new opportunitytfemiediaries.

An EU"“representativé must be appointed ifan entity is located outside of the EEBut falls
within the G D P R¢ope.

Two other parties are describlein theGDPR namely: d'recipient’, a person to wbm personal
data is disclosed; and“shird party”.

A recipientis typicallya person working for mentity that is legally separatérom the data
controlleror the data processoeven if they are part of the same group or holding company, or
it canbe someone from a different division withthe sameentity.

A third party is a much narrower definitiong. “any person,other than thedata subject the
controller, the processor and the persons who, underdirect authority of the controller or the
processor, are authorized to process thata’. Only personsworking for a legally separate
entity will be considered a third party.In some Member States, intermediaries may be
considered as third parties.

Why is the distinction betwedata controller andlata processor important?

The GDPR applies to ahta controllers and data processoestablished in the EEA as well as
third-country entities that offer goods or servicés, or monitor the behaviour oflata subjects
resident in the EEAResponsibilities and liabilities differegending on the role the entity plays
in the data processing.

Where an entity operates in more than one Member State, or also outside of the tBEA
distinction between whether it is a data controller or a data processor is also relevant to
determinethe e n maint egtablkshment and main supervisory authoritfan intermediary is

a data controller, the location oits main establishmentor decisioamaking will determine
which jurisdiction is relevant forsupervisory purposesfor a data processort iwill be the
location ofthe main processing activity.

2l See Article 4(17). Article 3(2), GDPR sets out the territorial scope of the Regulation as including controllers and
processors not established in the Union whose processing activities are related to either (i) offering of goods and
services to data subjés in the Union (irrespective of payment) or (ii) monitoring the behaviour of such data subjects

in so far as this behaviour takes place within the Union.

14
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By way of example, iGoogle Spain v. Costé&athe Court ¢ Justice of the European Union
upheld the right, for prosecution purposes, of ational supervisory authorig to link an entity in
the EU, however small and insignificant to the cakoperations of the group, ta third country
data controlleror data processoedablished outside the EU

Howdothe definitiors applyto intermediarie®

The definitions are fuctional, in that they depend on the role the intermediary plagsdata
processing This means an intermediary will not always fall under one definition or another:

In some casesan intermediarywill be processing personal data dats own account For
instance,when the intermediary proces®s personal data abouits employees,retains data
about clients forits own records,or collects images of people, employees or the public,
recorded byvideo surveillance (CCTWameras orits premises.The intermedary acts asa data
controller.

In other cases, the intermediagsa data controllermay engage alata processoto undertake
certain aspects of processing.g. a corporate service provider for astioney laundering
reporting or payroll, advertising, data storage (including cloud computing), data security, or
data destruction.The intermediaryshould therefore concludea data processing agreemeéen
with the data ppcessor (seeextion4.5for details).

To be considered alata processar the intermediarywill be subject to a datgrocessing
agreement concluded witla data controller. In practicéhis means the intermediary shoukikct

only under clearprocessingnstructions froma data controller An intermediary may act aan

i n s u datar prosessar for examplewhere the intermediary isappointed under a data
processing agreement to acas administrator for the insureand in accordance with the
i ns ur e rctiors. ThHe keyrequitements imposed on data processors geg outin section

45,

In yet other casesan intermediarymay be considere@ recipient e.g.if they arean employee

of a datacontroller, but work in a separate division to the persons processing the data. An
intermediary could be athird party to the data processingif, for instance,they obtain the
information in a context that is not connected to his or her employni&nt

22 Court of Justice of the European Union, Cagg31/12Google Spain SL and Google Inc. v. Agdbspariola de
Proteccion de Datos (AEPD) and Mario Costeja GoriZaMay 2014.

2 The UK Information Commissioner’s Office (1 CO) gives al
pursue a possible legal action not connected with their empient. In this case the employee is a third party in
15
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1.2. What is (personal data?d

The GDPR only covers the processing of personal,daanformation that relates toa data
subject. However, considering what could make a person identifiable, particularly when
combined with other information, makes thecope potentially very broadexamples include
name and address, s@isecurity number, health data and vehicigistration.

Certainspecial categories of data, often referred to &sensitive datd, are subgct to additional
protections. The GDPR includesew health data suchas genetic and biometric datawithin
these categories

Personal data related to féences and criminal convictiorare treated separately in the GDPR
Intermediaries mayprocesssuch data in ordeto prevent fraudulent claims, in particulavhen
the processing is authorised by Union or Member State.law

Anonymous data is out afcope. TheGDPR introduces a new regulatory regime for processing
personal data that has undergorigseudonymisatiod®. Although this data remains personal
data, processing is subject tiewer obligations to encourage greater use of such techniques

1.3. What is Qlata processing?

General definition

“Processing covers most activities involving personal data: collection, recording, organization,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making available, alignment or coatlan,
restriction, erasure and destructiéh Therefore,any entity coming into contact with personal
data is likely to b@rocessinghat data.

relation to their employer and the employer would have to have a specific legal basis for transferring the data to
them.

24 pseudonymisation is processing in such a way that the data can no longefribeitatd to a specific data subject
without the use of additional information which is kept separately and subject to safeguard measures.

25 Article 4(2), GDPR.
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As applied to intermediaries

Intermediariesoften process personal dafar the following purposes:

1

placing business with an insurer and managing the insurance contract (from the pre
contractual stage tdermination of the policyor, even, posttermination);

client management: business development, marketiawgd promotional activities;

where criminal dta is processed at théime the clientis looking tosign up to a policy
and is required talisclose any historgf previous convictionse.g.motor offences or a
burglary, or to assistn the management of litigatione.g to defend the intermediary
and/or insurer oto defend the policyholder;

detection or analysis of fraude.g.in the event of a forged client signature on an
insurance policy document or analysis of an alert detected by tools placed on the
i nt er nsendword to prévent cyberattackand

in common with all economic operatorgas an: employer, manager of premises.g.
video surveillanceand network and security managee.g.surveillance tools to detect
cyberattack

17
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2. How to process data legally balancing consent and legitimate
interest

This sectionsets out the legal basiand purposes for processing personal dathere the
intermediary acts as a data controller

(Wherethe intermediary is a data processdr shouldonly process datén accordance with the
agreementit has concluded with a data controlleisee sectior.5).

Before processing personal datan intermediary should check it haslegal justification for
doing soi.e. (i) a valid legabasisand (ii) a specific purpose.

The legal basg- whichare the same as thBata ProtectionDirective, but definitions have been
refined- are:

consent from thedata subject

performance of a contract;

fulfilment of a legal requirement;

protection of the vital interests of thdata subjector of another natural persan

and

legitimate interest pursued by the controller or by a third party, except where such
interests are overridden by the interests fundamental rights and freedoms of the
data subject The balance of interess weighted in favour oflata subjecs when they

are childrer®.

=A =4 =4 =4 =4 =4

Special categories of personal data, such as genetic or biometric data may only be processed
subject to specific safeguards according to Union and Member Stat&.law

In practice, intermediaries are ableto rely on consent performance of a contragtand
legitimate interestas bass for processing of personal data

26 Processing in order to perform a task carried out in the public interest or in the exestisfficial authority
vested in the controller is also a valid legal basis, but is not available to intermediaries.
27 See Article 9, GDPR. Recitals (10), (51), (52), (53), (54), (71), (80), (91) and (97) are illustrative.
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2.1. Must intermediaries always obtain consent from individuals before processing
personaldata?

Intermediarieswill often, but not always, need to obtain consent before processing personal
data.

The current rules— under the Data Protection Directive alreadycontemplate different forms
of consent depending on the category of datarheGDPR furthedefines consent

In most cases, here consent isiecessaryit should be dareely given specific, informed and
unambiguou®i ndi cati on of the data subject’s wishes
clear affirmative action, signifthey agree to the procesap of their personal data.

Where special categories of data are concernéal, instance for profiling®® or for certain
transfers of personal data outside the E¥2explicit consenttis required.

2.2. What should intermediaries consider before relying orconsentfrom individuals?

The difference under the GDPR from tliiata ProtectionDirective is that consent isow a

more difficult legal basisto rely orf2. Consent isan important element of the legislation,

providing data subjecs with a measure of control over how thgiersonaldata is processed.

Depending on the contexthowever,other legal bases may be more appropriate from both the

contr ol | aatd sebjeect rsd ptohent of view. At it sakewtor st , ¢

28 See Recital (32) whichestt es t hat “cl ear affirmative action” i's nec
statements or conduct that clearly indicate assent to all processing activities for a given purpose. Sileriekaute

boxes or inactivity do not constitute consent.

2% “Unambiguous” is specifically defined in the GDPR. It
to predict the following: performance at work; economic situation; health; personal preferences; interests; reliability;
behaviour; locationpr movements.

30 j.e.for transfer of personal data to a country without an adequacy decision and without any other legal basis.

3% The Article 29 Working Party has defined “explicit cort
with a proposal to agree or disagree to a particular use of disclosure of their personal information and they respond
actively to the question, orally or in writing”.

2 As noted above in footnote 26, Reci t alceig cdrtlijionat anqui r es
consent, the consent is not freely given and cannot be a legal basis for processing data. The data subject must be able

to withdraw consent as easily as he or she has given it, meaning it is not a very stable basis for processisigt data

could be withdrawn at any time by the data subject, leaving the intermediary with no legal basis to process the data.
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or | eave it” option, which erodes confidence a
processing.

In an insurance contexthe data subjectneeds to bemade aware of the consequences of
withdrawal of consentThesecould be severgfor example ermination of an insurance contract
would lead toloss ofprotection and, possibly exit charges For healthor motor insurance, it
may not be possible tobtain new coverage with a new provider on similar tefragy the loss
of* no c | aTfonsotdr iosurance

According to the context, erformance of a contragtfulfilment of a legal requiremenbr
legitimate interestmay be more appropriatbask.

In cases wherg¢he data has not beenderived directly from the individual,it may be more
appropriate to notify the data subject rather thanobtain consent. The exact notification
requirements are set out in sectich2

2.3. Can an intermediaryrely on Cperformance of a contrach as abasis for processing
personaldata?

Both the Data ProtectiorDirectiveand the GDPR recognise th#iis is abasis for processing
personaldata. Italso covergprocessingin@reec ont r act ual relationship a
to take steps at the request of thaata subjectprior to entering into a contract” .

33 See Recital (40), GDPR.
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2.4. Can an intermediaryrely on their OGegal dutiesd as abasis for processing personal
data?

Private sector dta controllersmay be subject t@ legal duty to process datéor example

1 InFrance, insurerare requirecto collect health data (injuries, medical certificates, and
other supporting documentation, including the social security number) of the parties in
a car accidentFrench law gplicitly recognise that it may not be possible to obtain
consent,as abasisfor processing the dat4

1 In the UK, the iancialConduct Authority requires insurers to maintain a register of
employees ad employee references numbees a contingent action to suppoftiture
asbestos claimst is a legal requirement fantermediariesto collect this information.

1 Throughoutthe EEA, enployers must process social security and tax information about
their employees.

Other legal duties may be less clear, for example whether this basis extenfdseign laws,
such as aourt order. Member Statesemain free tospecifyhow this provisionappliesin their
national law.

2.5. Can intermediaries rely onQegitimate interest 6to processpersonaldata?

Many controllers, including intermediariesurrently rely on thisbasisfor processingpersonal

dataunder theData ProtectionDi r e c teigvia@.i ma“tle i nt er ssldoabadis t he ¢
for processingunder theGDPR, but its scope is clarifiethe intermediary must strike a balance

betweenits interest as aontroller and the rights oflata subjecs. TheG D P Récitals provide
interpretation®® the legitimate interests of a controller, including of a controller to which the

data may be disclosed, or of a third partyay provide a legal basis for processipgovided

34 Article R.21437 French Insurance Codecitedin the CNIL*Pack de conformigAssuranceé p . 11
35 See Recitals (47), (48) and (49), GDPR.

21

THE GDPR FROM AN INSURANCE AND FINANNTAERMEDIATION PERSPECTIVE



that the data subject isterests fundamental rights and freedomdo not override those of the
controller. This requiresonsiderationof: (i)the reasonable expectations dfata subjecs based
on the relationship witithe controller, as well agii) the time and context of the data collection

Examples follow:

1 Legitimate interestmay existb a s e d retewant anddppropriate relationship e.qg.
the data subjectisa client or irthe service of the controller, including asart ofa group
of undertakings or institution affiliated to a central body

9 Processing to prevent cyberattack on thercd r o hetwerk, 'wihin the bounds of
strict necessity and proportionali#fis a legitimate interest;

1 Direct marketing omprocessing fortie purposes of preventing fradt

In the event of dispute, the controllermust demonstrate that their compelling legitimate
interests override the interestdundamental rights and freedoms of thdata subject

Case law from th€ourtof Justice of the European Uniatarifies that national law may not add
additional conditionsto processing under this basfsThe GDPRconfirms this strict approach
thereby ensuring thathe list oflegal bass across the Ei$ exhaustive

A data subjet may object to processing (see sect®B4 and 3.5 for examplewhen a data
controller sends email communications to existing clients in order to promatgown or similar
products or servicedn such case¢he controller may send the-enail, but must always provide
the means for thedata subjectt o “ u n s uRepeatedly igroring the wishes of thaata
subjectcould lead tocomplaint, which in the first instance is likely to be to the national data
protection supervisorlt would be difficultfor the controllerto argue an overriding interest.

Whichever legal basiss chosen, t he i otitce€mustanaudemmdjustiffthepr i vacy
choice oflegal basis.

36 There are strict labour law requirements in many Member States, such as in France, regarding prior employee
consultation before cyber security equi pme motlooknaathe be depl
content of personal material, such as emails, even when saved on company equipment.

37 These examples are taken from the Recitals.

38 See Court of Justice of the EU, Joined Casd$&10 and &69/10,ASNEFand FECEMP24 November 2011

regarding a Spanish law rule which restricted processing under this basis only to information that was already in the

public domain.
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2.6. On what basis mayan intermediary profile the data subject or a larger set of client
data?

Profiling a data subjectto assesgheir insurability isan integral part of setting policyerms.

Section 37 discusses profilingn the context ofdata subjecs rights. Both the Data Protection
Directive and the Cauc i | of Europe’s Profiling &ooderDirect
“automated decisions”, particul ar ldataduljesss e t hat
The GDPR defines profiliffand providesdata subjecs with more extensiverights, i.e. to

access their informationto be notified, to stop the profiling, andto avoid profilingbased
decisionswhich produce legabr similareffects.

If an intermedary intends to akedecisiors based (solely) oautomated processewhich either
produce legaleffects or similarly significaneffects, e.g.a fully automated ordine insurance
policy quotation,it shouldchoose one ofollowing legal bass:

1 Necessary for th@erformance of the contract;

1 Authorised byUnion or Member State legislation to which tlwentroller is subject and
which contains suitable safeguartfsor

1 Based orexplicit consenbf the data subject

The data subjectmust be ableto contest the decision. Additionally, the data processed must
not contain any special category datsuch asealth datg unless:

1 the data subjecthas explicitly consented to processing fone or more specified
purposes (unless the purpose is banned under Union or Member State legislation); or

1 processing is necessary in the substantial public interest undériJor Member State
legislation, is proportionate to the aim pursued, respects the essence of the right to

39 A privacy notice informs data subjects about use of personal data by entities and about the rights of data
subjects un@r applicable legislation. It also enables entities to fulfil their legal obligation to provide fair processing
information to data subjects. The notice is typically distributed on the pufalzing website of the entity.

40 Recommendation CM/Rec(2010)13 the Committee of Ministers to member states on the protection of
individuals with regard to automatic processing of personal data in the context of profiling (23 November 2010);
Recommendation No.R(85) 20 on the protection of personal data used foiptinposes of direct marketing (25
October 1985).

41 See Article 4(7), GDPR.

42 Suitable safeguards include rights to request that a human review the decision, rights for the data subject to
express a point of view and to contest the decision.
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data protection and provides for suitable and specific measures to safeguard the
fundamental rights and interests of the data subject.

2.7. Do intermediaries need to disclose bothhe legal basisand the purpose of processing?

Theintermediary should always disclose tperpose of the processing to thaata subject It is
possible to have- and disclose multiple purposese.g.processing toarrange insurance cover
and combat fraud Disclosure enabkdata subjecs to exercise their rightgrincipally to access
their data As under theData Protection Directive, the GDMR prohibits secret or covert
processing of data, unless specifically petted in law.

2.8. Can intermediariesfurther process data theyhave already collected?

A data controllermay becontemplating further processing of the data for a purposther than
the one for which the data have been collectddr examplehaving collected the data for fraud
prevention,the intermediarymay wishto usethe data fora secondary purpose.g.new policy
quotation®®. The test of whether the new purpose is compatible with the initial depends on:
(i) whether there is an identifiable link between the two purposds) whether, giventhe
circumstancesa data subject could reasonably expect a data controller tprazess the data
in this way; (iii) the corsequences of the rprocessingfor the data subject; ath (iv) the
safeguards the data controller envisagy® mitigate potential harm ordetriment to the data
subject. f the further processing is incompatible with the initial purposiee data controller
ensure thelegal basiontinues to be soundand discbse any change to the legal basiat is
necessaryto the data subject The controller must alsdisclosethe new purposeo the data
subject.

% Thens“urance Link” investigation by the Irish Office of
the recommendation,inter alia,that personal data concerning insurance claims collected for the purposes of fraud
prevention and pooled by insurersahld not be further processed for policy quotation purposes. The Commissioner

said that further processing would only be possible if the insurers were to put in place appropriate provisions and
safeguards.
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2.9. For how long should intermediariesetain personal data?

The GDPRestricts the time thatpersonaldata may be retained i.e.“ f or no | onger
necessary for the purposes for which the data were collected or forhwthiey are further
processed .

An intermediary lawfully can retain kevantand necessaryglata for longer periodsvhere data
has beenanonymized or pseudonymiséti (requirements to safeguard pseudonymised data

apply).

3. What rights does the data subject enjoy?

Data subjecs have enforceable rights againgntities processing their dataCurrently, under
the Data Protection Directive, such rights place responsibilities and liabilities on data
controllers Under the GDPRan intermediarywhichis adata controllermust facilitate exercise
of t he d arights® snaludingeby giving directions to data processor through a data
processing agreement

As explained asection 6below, the GDPR extendgbility for wrong-doing and harnto data
processos. This meanshat the data subject can sugata processors jointlyith, or separately
from, the data controller

44 This is a technique whereby personal inforioat data fields within a database are replaced with artificial

identifiers, or pseudonyms.g.names are replaced by a unique number. In theory, only the database owner has the

key to reidentify the data subjects. Care should be taken that others camedtientify the data subjects using

publicly available information. An infamous case 1997 concerned onn e “anonymous medi cal
Massachusetts where researchers couldidentify data subjects, including the governor, William Weld, using

publicly available voter registration data as the key.

45 See Article 12(3), GDPR.
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3.1 The data® O A E Aght@actes®

If the intermediary is a data controlledata subject have the righunder the Data Protection
Directive and the GDPR request personal datshat relates to themthat the controller is
processing.The GDPR sets EWide controller requirementsand should, therefore, make duties
much clearer for crosborder operators

3.1.1 What information shoulthe data controlleprovide

Data subjecs should be informed in advanciat their personaldata will be processedThe
most common form of notification is a privacy notiddnder the GDPR he information must

include
1 where the datawill be processed;
1 how to access the data;
1 the purpose of the processing;
9 the categories oflata processed,;
1 the recipients or categories of recipient to whom the data haeen or will be

disclosed, particularly if the data will be transferred outside the EUis case, the
data subject must also bénformed of the safeguards taken to protect the data
pursuant to the transfer);

1 for how long the data will be stored, or if it is not possible to state this, the criteria that
will be used to determine the perio@.g.the length of time he insurance paty is in
force;

1 information on how to exercise theght to lodge a complaint to aationalsupervisory
authority;

9 if the data have not been collected directly from tdata subject an indication as to
the source;

1 whether automated decisiommaking, incluling profiling,is part of the processing as
well as further information about jtie.“ meani ngf ul i nformati on
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i nv o ltheesigdificance andikely consequences of such processing for tiiata
subject

A copy, either in paper a@lectronic fom, must be provided for frefé.

Data controllers should provide the requested information without undue delay (within one

month*’) orprovide reasons whit doesnot intend to comply with the requesfThis harmonises

the timescale to react t@access requestacross the EUor the first time.For additional copies

of the data a “reasonable fee based on administrati)
limit for data subjecs to exercise this right.

Theright to access is subject the following:

1 The"overriding legal interestsof others may prevent aata controller from divulging the
personaldata, or may meanonly partial disclosure othe personaldata is appropriate
becausehe rights and freedoms of others must not be adversefgeted by the disclosure.
This is no different from the Directive, ®xistingnational guidances likelyto continue to

apply;
1 Adatacontroller maynot generally refuse to act on a request. In order to refuse, he or she
must demonstrate the request vea “ mad iyf esnf ounded” @GDbPR“ exces

comments that “ r e p e treiquestsvmeay fallwithin this defhition. Cases have arisen
calling into questionthe purpose of subject accesand which couldprovide grounds foa
refusal to provideinformation °. The Data ProtectionDi r e c pravisian$ allowa
summaryto be providedthe GDPRefers to & ¢ o png thiswill need to be interpretedin
any event,the data controller should inform thelata subjectwhy the request has been
refusedin whole or in part

46 This is a more onerous duty than under the Data Protection Directive, which only requires data controllers to

provide a summary of the data in an appropriate format, andvedléhem to charge a small administrative fee.

4 Recital (59), GDPR. The term “month” is not defined. |
business daystc. Complex cases or multiple requests may be dealt with within three months.

48 See, for instance, Court of Justice of the EL33/07 College van burgemeester en wethouders van Rotterdam v

M. E. E. Rijkebgefr May 2009.

49 See, for instance, Court of stice of the EU, Joined CaseZ €1/12 and B372/12YS v. Minister voor Immigratie,

Integratie en AsieandMinister voor Immigratie, Integratie en Asiel v. M. anth& main purpose of these cases was

to access the minut es uestdogaresiiéncegermithTdhe Goprtphéld titatansunsniary in ang
intelligible format was sufficient to comply with the Da
under the Charter of Fundamental Rights. The applicants did not gghtsito the administrative document (the

minutes) using these legal bases.
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1 Where thedata controller has reasonable doubts abothe identity of therequester they
should request additional information to confirm the identityefore responding to the
request and

1 The general public intere8t any restricton based onthis ground must be necessary in a
democratic society and proportionate to the aim pursuddember Statesare required to
strike abalance betweerihe rights of datasubjects and the freedom afontrollers to run a
business.

The Commissionis empowered to develop guidance undera delegated actto assistdata
controllers in providing informationto data subjecs, in particular as regardsthe use of
standardi®d icons™.

3.2 TheAAOA O GdhtickbA dpbfied with certain data before processing takes place

All data subjecs, whetherthe data controller has direct relationshipvith them or not, have
the right to receive similar informatiors¢e sections3.2.1 and 3.2 respectively).Typically,this
is provided in a privacyatice.

The main differenceébetween direct and indirectelationshipsis the timing of wherthe pre-
processing notificationshoud be made (sections 3.2.2 and 33%). Limited waivers exist
(sections 3.2.3 and 3&7).

3.21 What information shouldontrollers provide tolients and othedata subjed with
whom theyhave adirect relationship?

1 thedatacontrol |l er ' s identity and contthact det
controllers representativein that Member Stateand/or contact details othe data
protection officer;

1 the purposes of the processirand thelegal basis

50 Article 23, GDPR.
51 See footnote 7.

28

THE GDPR FROM AN INSURANCE AND FINANNTAERMEDIATION PERSPECTIVE



STEPTOE & J

1 where the processing is based “legitimate interests pursued by the controller or by a

third party, the controller should set out those interests

1 where applicable, theatipients or categories of recipients of the personal datag

1 where applicablewhetherthe controllerprocessolintends to transfer personal data to

a third country orinternational organisatiorand, if so, (iwhether the Commission has
adopted a decision as to th@dequacyof the protection of personal data by that third
country or organisationor (ii) any othetbasis for the transfeand the means to obtain a
copyof the documentationor wherethis has been made avabie.

In addition, the data controller shouldinform the data subjectabout the following

9 the period for which the personal data will be stored, or if this is not possiblesritezia
used to determine this perigae.g.the duration of the insurance contract

1 the data subject sghts, i.e. to request: (i) accessand rectification or(ii) erasure or
restriction of processing dfiii) to object to the processing as well &g)the right to data
portability (where applicable-see sectiorB.6);

1 where the processing is based aonsent the existence of the right to withdraw
consent at any time, without affecting the lawfulness pfocessing based on consent
before its withdrawal;

1 how to exercisehe rightto complain to anational supervisory authority

1 whether the data subjectmust provide thepersonaldata as part of a statutory or
contractual requirement, or a requirement necessary to enter into a contract;

1 whether the data subjectis obliged to providethe personaldata and the possible
consequences of failure to provide such data; and

1 whether the data will b subject to automated decisiemaking including profiling and
“meaningful informati®n abowtllhaslthehpiec sii v
consequences of such processing for ttega subject

3.22. When should this informatidoe giverio thedata subjec?

At the time the personal data are obtained.

52

Article 13(2)(f), GDPR.
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Where the controller intends to further process thpersonaldata for anew purpose,the
controller should ascertain whether the new purpose is compatible with the initial one. If not,
before going ahead, the controller should provide th&ta subjectwith information on thenew
purpose and any relevant further informatidga.g if a new legal bdsis required)

3.23 What waiversnay apply

Where thedata subjectalready has the information.

3.24. What information should data controllggeovideto data subjec with whom they
haveno directrelationshif®

Sometimes ntermediariesdo not have a direct relationship with théata subjectwhose data

they need to process i nforaxdamplewhereothe datahsebjedsinis ur ed’ s
the passenger, pedestrian or drivesther thanthe insuredin a car accient; (ii)the beneficiary

of a life insurance poligy(iii) household members, other than the insured home ownfar

home insuranceand (iv)family members whose medical conditions may have to be disclosed

during an assessment for a family health or canda travel insurance policy.

The notification requirementsinder the GDPRre essentially the same as fihrose with whom
a data controllethas adirect relationship (seebove but thenatification timing will differ (see
below-3.2.5.

3.25. When shoulddata controllersgive the notificatiorinformation to theindirectdata
subjec?

The controller must provide this information either:

1 within a reasonable period after obtaining the data, but at the latest within one month,
having regard to thespecific circumstances in which the data are processed,

9 if the data are to be useth communicatewith the data subject at the latest at the time
of the first communication to that data subject; or

9 if the data are to bealisclosdto another recipientthe data subjectshould be informed
at the latest when the data are first disclosed

As above, where the controller intends to further process the data foew purpose, before
going ahead, the controller should provide thdata subjectwith information on the new
purpose and any relevant further information.
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3.26 Do anywaiversapply?

1 where thedata subjectalready has the information; or

f where provision proves “impossible™inor wou
such cases thelata controller shall take appropriate meases to protect the data
S u b jserights’ and freedoms and legitimate interests, including making the
information publicly available; or

9 obtaining the information or disclosure is expressly laid down by Union or Member
State lawto which the controller is subjet} which provides appropriate measures to
protect thedata subjects legitimate interests; or

1 where the data must remain confidential subject to an obligation of professional
secrecy regulated by Union or Member Statevjaincluding a statutory obligation of
secrecy.

Additionally, Recital (26), GDPR refers to certain objective factors that can be deployed in the
inter medi aiey’'.& hfeawowrt s of and the amount of t
taking into corsideration the available technology at the time of the processing and
technol ogi cal devel opments.. "7

Finally, here is no need to maintain, acquire or process information to identify a data subject if

the sole purpose is to comply with the GDR§If>*,

3.27 How AT ) OAT U Bl | OEIORIEQ®BA DIn®@diy thelldleA A £/£I C
subjec?

These terms are not defined in law, but already appear in the Data Protection Directive.

Although the Court of Justice of the European Union has interpretede terms no case fully
clarifies whether an intermediary could decline to notify a data subject with whom they have no
direct relationship.

5 egUK intermediaries’ obligation -telatedashésto® ct per sonal hes
5% Articell, GDPR. See also Recital (57), GDPR “If the pers
controller to identify a natural person, the data controller should not be obliged to acquire additional information in

order to identify the data sulect for the sole purpose of complying with any provision of this Regulation. However,

the controller should not refuse to take additional information provided by the data subject in order to support the

exercise of his or her rights. Identification shouftlude the digital identification of a data subject, for example

through authentication mechanism such as the same credentials, used by the data subjectitotinghe online

service offered by the data controller.”
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Impossibility

The Court considered what may constitute impossibility in Bemitomoappeal cas®. The

appellant claimed impossibilityi.e. that the President of the Court of First Instance had
effectively required t he appell ant to adduce
complete certainty that it woulTlisissawstfifgenttests er i ou
(which was rejected by the Court on the facts of the case).

Disproportionate effort

This term has been interpreted in relation to the right of a data subject to access to data and
disclosure to third parties, rather than notifitan to data subjects. Nevertheless, some of the
criteria may prove useful idetermining what might constitute disproportionate effort In the

case ofRotterdam v. Rijkebd¥€rthe Court referred to relevant provisions of the Data Protection
Directive,i.e. Recital (40) which mentions the number of data subjects and the age of the data
and Article 17 on security of processing, which states that Member States should require that
the controller implements appropriate technical and organisational measuresiny regard to

the state of the art and the cost of their implementation. GDPR Recital (62) also refers to the
number of data subjects and the age of the data as well as any appropriate safeguards adopted.
As regards security of processing, Article 3dtes that, in addition to state of the art and
implementation costs, the nature, scope, context and purposes of processing as well as the risk
of varying likelihood and severity for the rights and freedoms of natural persons are all relevant
consideratiors.

I n sum, pending specific commentary by the aut
effort?” r-bygasé anaysig usingacsteria such as those suggested above, and duly
recorded in the intermediary’s records

5 Court of Justice of the Europedsnion, Case 236/07,Sumitomo Chemical Agro Europe SAS v. Commig&Sion
January 2008.

56 Court of Justice of the European Union5683/07 College van burgemeester en wethouders van Rotterdam v M. E.
E. Rijkeboer, May 2009.
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3.3 The data sibjectd O @EeCtHEoAtion for inaccurate or incomplete information

Where data is incorreabr incomplete, theGDPR gives the data subject thight to have the
data corrected’. The data controller should act without undue delay to compipcluding by

issuing asupplementary statementconfirming to the data subject that it has rectified or
completed the data

57 Previously, data subjes had to rely on national law.
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3.4. ThedatasbjectE IECE O OT righCONO O AiGOCT OO0AT 6 q

A request to have data erased froodatac ont r ol | er’ s records is usua
the processings unlawful] or is being processed far newpurpose which has not been pre
disclosed to thedata subject The burden of proof is on theontroller to refute this

Underthe GDPR alata subjectmay require erasurd:

1 the data are no longer necessary for the purpose(s) for which they have been processed;
1 consent has been withdrawn and there is no other ldggisto process the data;

91 the data subjectobjects to the processing ant is not possible to argue overriding
legitimate grounds of thelata controlleror other party;

9 the data processin@pas no legal basjsr

9 the data should be erased to comply with a legal obligation in Union or Member State
law to which thedata controlle is subject

Restrictions to these rights apply, where the processing is hecessaparticular:

9 for compliance with a legal obligation under Union or Member State law to which the
data controlleris subjectpor

i for the establishment, exercise oetence of legal claims.

3.5. The data sO A E &ri§rdtd restrict processing of data

The GDPR imposes new requirementsdata controllers as follows:

1 Where the accuracy of the data is in question, ttea controllershould only store it
and notprocess it in any other wayntil it has been able to verify accuracy;

1 Where the processing is unlawfuhe data subjectmust be able to choose between
erasureor restriction;

9 Data controlles must retain data for the establishment, exercise or defermielegal
claims whenthese data araneeded by thedata subject(even if the data ar@o longer
needed by thedata controlle);

1 Where the legitimate groundg$or processing bythe data controllerare in question,
processing should be restricted to storagpending verificationby the controller.In
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these cases, anyrpcessing other than storage may only be carried out under the
following conditions

o with the data subject snambiguousconsent;

o for the establishment, exercise or defence of legal claims;

o for the protection of rights of another natural or legal person; or

o forreasons of important public interest of the Union or a Member State.

Like for processing a@lata subject accesgequest the data controller may not chargefae for
this servicé®.

3.6. ThedataOOAEAA OGS O OE C maway Glortallidyi®)A OEA AAOA

Thisis a dutyonly on data controllers:only for specific data (personal data provided to the
controller by the data subjectiand only in set circumstancewlifere data processing idased

either () on the data subject s ¢ o n gi)eon perfoomance( of a contragtand (iii) the

processing is carried out by automated meanSor such datajata subjecs may request a copy
“in a structured, -reanablmandintgrope s felde ,soahatiieynda

give that datato anotherdata controller The intention is teenable data subjecs to shop

around the digital economyfor different commercial service providerghis differs from the
access rights discussed above, whigply toall data Restrictions apply:

1 where the processingbased on another legdlasis
i data portabilityshould not prejudice the rights of othelata subjecs; and

1 Union or Member State law may impose restrictions, as far as they are necessary and
proportionate in a democratic society.

Further guidancewill be necessary from both national authorities and, possitilg EDPB

58 See Recital (59), GDPR.
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3.7 TheAAOA O Gghts Askdgdd€profiling

In a data protection contextprofiling means () the automated processing of personal data;

and (i) using those data to evaluate certain personal aspects relating todhta subjecte.g.
“aspects concerning the person’s performance
preferences, interests, reliability, behaviour

The GDPRrecitals state that, in particular profilingunderliesan intention to take deaions
about thedata subjector to analyse ompredict personal preferences, behaviours and attitudes
It is relatedto, but distinct from direct marketing.

The GDPR requiredata controlles to:

1 inform data subjecs of the consequences of profiling dsicins (see above regard)
notification requirements);

I conduct impact assessments where data are process@tti the intention of taking
decisions abouspecificdata subjecs and afterany systenatic and extensive evaluation
of their personaldata (.e.profiling decisions)and

1 enabledata subjecs to exercise their full rightsf access, notice, objein, cessation
and avoidnce in relation tgrofiling decisions.

Where profiling is used to take a decisidnvhich produces legal effets or similarlysignificantly
affects” adata subject intermediaries must exercise particular care, for example:

1 An underwriting decision foan insurancepolicy may rely onexternal datasuch as an
i ndi vi dual ’ad this,ingulni may naisetthie qugstiorfy: whether such data
constitute profiling; (ii)if so,whetherthe data subjecicanclaim the rightto challenge
the decisionor whetherthe profiling decisioris unavoidable In all likelihood Member
State law will apply, and the EDPB will issue guiganc

Such decisiormakingwill only be allowed when:

9 it is necessary for performance of a contract between thea subjectand the data
controller;

9 it isexpressly authorised by Union or Member State law, subject to safeguatd$ as
humani nt er venti on to “clprrect any machine er
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9 itis based on thelata subject s expl i ci t c dassabethaytherighty i ded t
to objector torevoke consent at any time

Should a intermediarywish to continue to process data despitadata subject s objascti ons
data controllerthey will havet 0o demonstrate “compelling | egitdi
the data subject s r.i Mgketing i5 notan overridingegal basis

Profiling is further restricted for special categories of data.g health data(decisions based on
profiling must be necessary and meet specified critgriar of i | i ng chi |l dr en

s da

Qu

3.8. Restrictionsondatacontrollerssl A1 ECAOET T 6 AT A AAOA OOAEAAOQO

Under the GDPRMember Statesmay adopt exemptions and restrictions relationto data
protection rights and dutiesCertain restrictions are relevant to intermediariddember States
may, for examplerestrict data protection provisions in order safeguardinterests such as

9 important objectives of general public interest of the Union or of a Member State,
important economic or financial interest of the Union or of a MemBgate, including
monetary, budgetary and taxation a matters, public health and social secuoity;

1 the prevention, investigation, detection and prosecution of breaches of ethics for
regulated professions.

This means thatlata subjecs may not be abldo exercise their rightand that data controllers,
such as intermediaries, may bexempt from their duties to atify or disclose that they are
processing personal dataSubject to local rules, an example of an exception would be a breach
of rules on international sanctions or other restrictive measured/here Member States
propose national legislation to restrictata subjectrights, they must ensure the legislation is
necessary and proportionate to pursue a legitimate aif&s a general matter, &y national law
based on “ gen e nsatl sulpjacthdreiviemv — inctuding byette@olrt of Justice of

the European Unior-underEU law and generdlindamental rights

59 Article 23, GDPR.
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3.9. Access to redress

The GDPR grants ala subjecs rights to take action against data controllers and data
processorsas well as the decisions of tl®iropean Data Prottion Board EDPB and national
Data Protection Authorities[@PAs). They cancomplain toa DPA, but also have the right to
judicial remedy. Data subjecs can appoint a legally recognisednot-for-profit body,
organisation or associatidAto act on theibehalf.

Data subjecs also have dght to compensatiorfor material or noamaterial damage as a result
of a breach of the RegulationThe notion of* mat er i arha t cerrdanmdeiwill be
interpreted broady in line withcaselaw of theCourt of Justicef the European Union

0 These entities must have “statutory objectives which a
protection”.
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4. Privacy programme managememt What does anintermediary need
to do?

The GDPRemphasisea ct i vely managing privacy. This i s t
and compriseghree major requirements:(i) a defined role for datprotection officers (i more

extensive record-keeping within entities, including notiication of data breaches; andiii)
dynamiccontract management, in particular between controllers and processors.

Professional association@nd other bodies representingcontrollers and processorsare
encouragedoy Article 40to assisttheir members withmeeting their obligations under GDR®/
introducing codes of conduct or encouraging members to sign up to volunsagredited
certification schemegsee section 4.2

4.1. Do intermediariesneed to appoint a Data Protection Officer?

The GDPR requiresertain data controllersand data processa to appoint a data protection

officer(bDPO) def i ned as “a per s on pretgctiomlaneandopeactites k n o wl
and the abil i t8%ifanyoftifewritefid, &s sdt buebelowa arek rsetTheDPO

assiss the data controlleror data processoto monitor internal compliance with th&DPRThe
DPOdoes not havetobeanemploee, and “should be in a positio
i n an i ndepe Adreup Of uTdertakingsrmay share a single DPO, provided the

i ndividual is “"easily accessible from each est

Appointment is mandatory if th&ata contioller or data processors:

1 A public authority or bodyor
1 Where the core activities of thdata controlleror data processoinvolves“regular and
systematicmonitoring” of data subjecson a “ | &omge scal e”

61 The criteria are set out in Article 39.

2 There is no definition of “large scale”. EDPB may ex
Regulation across the EU. See EDPB tasks, in particular Article (70)(1)(e).
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1 Where the core activities of thgata controlleror data processomvolves processing on
a “large scal e” categories of data relatin
data) or criminal convictions and offences.

Intermediaries may fall into the secorat third scenario but iremainsunclearas to whetherall
intermediaries would fall into eithezategory.

Other than the categories set out above, associations may, either on their own initiative, or as
required by Union or Member State law, designatBROto act for the associationin practice,
given the requirements to have expert knowledge of law and practice as egple to the
establishments in question, thigepresents a significant commitmefit By way of example, a
multi-entity, multi-jurisdictional DPO will need several langges and detailed knowledge of
several legal disciplineg.g.employment,data subjectiaw, etc. The DPOmust enjoysufficient
authority within an entity, in addition to the specific responsibilities inherent in the fale

Criteria for DPO appointmentcould be one of the first opiniongiverf® or aspects examined
by the EDPBfor consistent application across the ESome rational supervises areexpected
to pressfor appointment of mandatoryDPOs subject to objective criteria such as the typé
data processegdvolume of data or naire of activity of the processingntity.

Small and mediunsized enterprises (SMEs) may mesjtecial consideratiorsince the GDPR
expresslyrefersto their specific need®.

63 See Article 37(5) for DPO qualification requirements. Thé?Bs silent on whether existing certifications such
as the | APP'"s CIPP/E or CIPM wild.l suffice or whEther a c
years.
64 See Article 38, GDPR: proper and timely involvement in all relevarasssufficient resources to carry out tasks;
role as contact point for data subjects; independence and protection against sanction by employer, professional
secrecy and confidentiality.
65 See Article 39, GDPR: counselling regarding applicability ofi¢geslation; monitoring compliance, awareness
raising and training of staff; carrying out audits and impact assessments; and liaison with national supervisory
authorities.
66 Article 64(2), GDPR provides that any supervisory authority, the Chair of BfeéBEor the Commission may
request that any matter of general application or producing effects in more than one Member State be examined by
the EDPB with a view to obtaining an opinion.
67 Article 70(1)(e), GDPR provides that the EDPB may examine, on litsnitiative, on request of its members or
on request of the Commission, any question covering the application of the Regulation and issue guidelines,
recommendations and best practices in order to encourage consistent application of the Regulation.
68 Recital (13).
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4.2. Codes of conduct

As mentionedabove, professional associations and other bodies representing controllers and
processors may prepare codes of conduct, or amenextend existing codes to specify hahe
GDPRapplies to their sectorOne of the many EDPB tasks is to encourage the digwip of
codes of condué®.

Recit al (81) encourages the wuse of codes by s
approved code of conduct .. may be used as an ¢
obligations of t he orpmemltasancluideg ddministraive fined, motes ( 1 4 8)
that in imposing a fine, “due regard should hc

code of conduct and any other aggravating or m
Such codes may cover:

9 fair and transparenprocessing;

1 the legitimate interests pursued by controllers in specific contexts;

9 the collection of personal data;

9 the pseudonymisation of personal data;

1 the information provided to the public and to data subjects:

9 the exercise of rights of data sulujes;

9 the information provided to, and the protection of, children and the manner in which
the consent of parents and guardians may be obtained;

1 measures and procedures in relation to controller responsibilities, data protection by
design/default and secity measures;

9 data breach notification procedures to supervisory authorities and to data subjects;
1 international data transfers; or

1 out-of-court proceedings and other dispute resolution mechanigins

69 Article 70(1)(n).
0 Article 40(2)(aXk), GDPR.
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Such codes should be open to both controllers @mdcessorsn a given sectofreferredto, in the
GDPRa s “ ciest @nd oontain binding and enforceable commitments. They may be open to
non-EU membersso to provide appropriate safeguards for international data transfers
Compliance monitoringhould be built if. They may be either restricted to national boundaries, in
which case, the national DPA must examine and approve, register and pubbsifoite it hasany
status under the GDPR If the code relates to processing activities in severahider States, the
EDPB must examine and approve it and submit its opinion to the European Commission. The
Commission may decide, by way of an implementing, éleat the code has general validity in the
Union’ i.e.that relevant actors in a given sectoofn any of the 28 Member Statesay sign upto

the code

Once approved, the professional associationrepresentative body should be accredited by the
national DPA to monitor compliance of the code by participating membert would be
responsible for @king action in cases of infringement by participating member, including
suspending or striking that member from the list abde members® Ths would bewithout
prejudice to the national D P Aindepertdennhrole ia twlkgs a n d
actionagainst organisationshat infringethe GDPR.

R o
I i {

71 Article 40(3), GDPR.

72 Articles 40(4) and 41, GDPR.
73 Article 40(5) and (6), GDPR.
74 Article 40(7)(10), GDPR.

75 Article 41 (1), GDPR.

6 Article 41(4), GDPR.
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4.3. Data controller record-keeping requirements
4.3.1.Risk assessmeahd impact assessment

Beforea controllerprocesses data, it should decideith its DPOhow risky theprocessing is
likely to be tothe rights and legitimate expectationsf data subjects|f the risk ishigh, the
controller should carry ouain impact assessment to evaluate the origin, nature, partigtyar
and severity of the riskExamples nclude: processing using new technology innovative
techniques, such as profiling; andrge-scale processing apecial categories of data or data
relating to criminal convictions and offences.

Where the high risk cannot be mitigated by thdata controller by apprqriate measures

(technology or implementation), it should consult its national supervisory authority before

going ahead with the processing. The authority will respond within a defined period.
Supervisors will draw up and publish lists of processing wéiietand are not likely to require an

impact assessment. ThEDPB may then consolidate tee lists.] t woul d be in inte
interest to input to this process.

4.3.2. Policy making

Data controllersmust have in place“appropriate data protectionpolicies, technical and
organisational measurégo prevent unlawful processingnd undertakeaudts to demonstrate
compliance, including documentation showing t h a t t he controlther has
effectiveness of the measurés.

4.3.3. Security

Data controllersmusttake measures that areommensurate with the state of the art and costs
of implementation, taking into account the nature, scope, context and purposes of the
processing, as well as the riskdata subjecs.

Appropriate technical andrganisatioral measures may include:

43

THE GDPR FROM AN INSURANCE AND FINANNTAERMEDIATION PERSPECTIVE



STEPTOE & .

1 pseudonymisation and encryptioof personal data

1 measures to ensure the confidentiality, integrity, availability and resilience of systems
and services;

1 measures to restore availability and access following a physicdechnical incident;
and

9 processes to regularly test, assess and evaluate the effectiveness of the measures in
place.

The GDPR encourage entitiesto sign up to approved codes of conduct and/or certification
schemes to demonstrate complianc&helSO 27000 family of standar@sfor instance, is likely

to be an accredited scheme that would help intermediaries demonstrate that they keep
information assets secure.

Further guidance is likely from either national DPAs or the EDPB. Meantime, the EBPS ha
issued guidance in its advisory capacity to the EU institutions and bodies. Although the
guidance is not based on the GDPR, but on Regulation 45/2001 which is specifically for the EU

institutions and bodies, it i s ctice mnsinfarmaiod by
Security Risk Management”, and is, therefore,
4.34. Data processors

The GDPR impose®ain obligationsdirectly on data processors, rather thahrough the data
processing agreemenimposed by the data controllerfor example data processors are also
bound tokeep records of data processing.

7T http://Iwww.iso.org/iso/home/standards/managemerstandards/iso27001.htm
78 https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/Supervision/Guidelid@s/16
21_Guidance_ISRM_EN.pdf
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4.4. Managing relations between joint data controllers

As noted inthe definitions section 1the GDPR allows two or more controllersjtintly agree
the purposes and means of processing. To avoid confusion, the controllers must define their
respective roles and relationships, such as which party will notify data subjdetg of the
identity and contact details of the controllgyso that data subjecs may exercisaheir rights.

This definion must be set out “by means of an arrang:¢
as, the respective responsibilities of the controllers are determined by Union or Member State
law to whichthecon r o | | e r s ®aThearrangemg¢nentay designate a contact point for

data subjects.Theessence of the arrangememntust be made available tdata subjecs.

4.5. Managing relations between data controlles and processos

As noted in the definitionssection 1 the GDPR distinguishes between data controllers and
processors They should set out theirelationship in a data processing agreemenData
controllers may only usedata processa that provide sufficient guarantees that thewill
implement appropriate technical and organisational measuie&eep personal data secure

The GDPR specifies the key contractual requirements of da¢a processing agreemefit As
noted insection Il, the Commissiormay adopt animplementing acton standard contractual
clausedo be included in the data processing agreement

Additionally, data processa must not suc ont r act wi thout “prior spe«
consent of thedata controllef .

Finally,the administrative fines, set out isection 6.1, apply todata processa as well agata
controllers.

7 Articles 13 and 14 information to be provided tata subjects when the data is collected from the data subject
and where the data is collected from a third party.

80 Article 26, GDPR.

81 Article 28(3) requires a contract or other legal act under Union or Member State law, that is binding on the
proces®r with the regard to the controller and stipulates the strict terms and conditions of the processing.
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5. Supervisory oversight
5.1. General

Asnoted in sectiorl.], relations between supervisors acdntrollerschangesignificantlyunder

the GDPR On t he assumption that a more “mature”
supervisors, controllers angrocessorsthe GDPR has dispensed with tipeevious requirement

to notify processing to the supervisofhe GDPR dogeshowever,now require entities to

manage their internal privacy programmestivelyas set outt section 4

5.2. Data breach

A breach is defined as ®“accidental or unl awf
disclosure of, or access to, personal data transmitted, storestloerwise processet”.

Data controllers

Data controlleramustinform their national supervisory authority witn 72 hours from discovery
of an incident

They must notify:

» the nature, categories and approximate number of data subjects, categoriesxaniber of
data records;

» the name and contact details of the DPO or other contact point;
» the likely consequences of the breach; and

» the measures taken or proposed to address the breach, including measures to mitigate
possibleadverse effects.

82 Article 4(12), GDPR.
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Dataprocessors

Data processors should inform their data controller of a breach as soon as they become aware
of it, i.e.without undue delay.

This requirement is likely to be part of the data processing agreement. It could result in disputes
between the datacontroller and processor, particularly if there are claims arising as a result of
the breach.

5.2.1 Should all breaches be notified?

The GDPR states that ontlata breacheghat could result in &risk to the rights and freedoms
of data subjec$’ need to be notified However, this definition is very broad and it is not clear
when there would not be a risk. Guidance will be necesBam either national authorities or
the EDPB

5.2.2. What should the data controlleotify to data subjects in sa of a highisk breach?

In high risk situatiorf§, and in close cooperation with the supervisory authority, the data
controller should also inform affected data su
or as soon as reasonably feasible”.

Datacontrollers must notify the ature of the breach and at least:

1 the name and contact detailsf the DPO or other contact point
1 the likely consequences of the bregcind

9 the measures taken or proposed to address the breach, including measures to mitigate
possible adverse effects

The Article 29 Working Party has produced guidarure personal data breach notificatioim
relation to the ePrivacy Directivé.

5.2.3 What shouldiata processonsotify to the data controller?

The controller has a duty tase only processors providing sufficient guarantees, in particular in
terms of expert knowledge, reliability and resources, to implement technical and organisational
measures which will meet GDPR requirements, including for the security of processingseln

8 This is currently undefined.
84 Opinion 03/2014, available at: http://ec.europa.eul/justice/dptatection/article-29/documenation/opinion-
recommendation/files/2014/wp213_en.pdf
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of data breach, he GDPR imposes a direct duty data processors to repgrbut it does not set
out details ofthe reporting, which are therefore governelly the data processing agreement
(see section 4).

TheGDPR provides that the data processing agreement must stipulate that the processor assist

the controller in ensuring compliance with breach notification requirements taking into account

the nature ofthe processing and the information available to the pessof®>. Membership of

an approved code of conduct may be an element to demonstrate that the processor has
provided sufficient guarantees to implement appropriate technical and organisation measures

and that the processing meets the requirements of theRHlopr ot ect data subj ec
Breach notification procedureare a potentialelementto include in any futurebinding and

enforceable code of condudor the insurance intermediary sectowhether a national or cross

border code

6. Consequencesof intentional or negligent breach of the GDPR

6.1. Administrative fines

Drawing on experience in sanctions under competition ruleke GDPR sets uniform
administrative fines they aresignificantand DPAs can impose them dooth data controlles

and data processos. Where the legal system o& Member State does not provide for
administrative fines,it should ensure thatfines imposedare effective, proportionate and

dissuasive.
Fines for intenti onal or negligent breach of |
annual worl dwi de t uwr48ofevehturroved €20, 000, 000

DPA decisionsto impose fines depend on the circumstances of each individual case
consideration $ likely to be made for natural persons and small and medium sized enterprises
(SMEs). The GD#Pstates that br a minor infringement or if the fine likely to be imposed
would constitute a disproportionate burden to a natural persorDRA may issue eeprimand.
Where the fines are imposeash non-commercial undertakings, the DPA should take account of

85 Article 28, GDPR.
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the general level of income in the Member State as well as the economic situation of the person
in considering the appropriate amount of fine.

6.2. Shared responsibilities

A controller or processomay be liableto persons who have suffered damage as a result of
unlawful processing or of any act which is incompatible with the GORRarticular joint and

several liability means responsibilitis shared between the data controller and the data
processor, unless either party can prove they were not responsible for the act giving rise to the
damage. Where both are found liableither party could be held responsible in court for the

entire damagp. This is to ensure data subjects have access to effective compens@tiemarty

held jointly and severally liable must theml ai m t he sum corresponding
sharein separatelegal proceedings Data processorsieed to beparticulady caeful not to act

outside of the authoritygranted to them undethe data processing agreement.

6.3. Criminal law

Recital 149 confirms thaMember States have full flexibility t@ontinue to impose or to
introduce criminal sanctions in particular for infringements which are not subject to
administrative fines as set out in th&DPR or for breaches of national implementing
legislation. Any sanctions should not breach the princii@e bis in iderfdouble jeopardy).

6.4. Enforcement by other authorities

A breach of the GDPR does not preclude other enforcement action against a data controller or
processor; likewise, enforcement action by other authoritiefor example, an authority that

regulates intermediaries-does not preclude enforcement action byD&A. Breach of the GDPR

by an intermediary could, therefore, result in sanctions under the GDPR and under other
regulatory texts, for example regulating the I
controlsor administrative procedures.
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6.5. Supelvisory cooperation

The European Data Protection Board (EDR8the main EU decisiomaking body, with legal
personality, at the centre of GDPR governand¢ compriees a Chair, one head of the
supervisory authority in each Member State and the European Data Protection Supervisor
(EDPS). The Commission will participate in its activities without voting rights. A secretariat will
be shared with the EDPS. Its main tasil be to contribute to consistent application of the
GDRR, including by advising the Commission particularly in the preparation of decisiotise
adequacy of protection irthird countries and promoting cooperation between supervisory
authorities.To this and, it will issue guidelines, recommendations and best practices.

The EDPB wilplay a leading role in approval pan-European codes of conduets it will be
required to adopt an opinion on any draft code and submit this to the Commi&sidnwill ale
participate in establisling certification schemes, privacy seals and marks to assities to
demonstrate compliance withthe GDPR

As noted in section ,lithe Commissionmay complete the legal framework underpinning
supervisory cooperation bgdopting implementing acts on:
» mutual assistance between supervisory authorities; and

+ the formats and procedures for exchange of information electronically (for market
monitoring, enforcementetc.) among supervisory authorities and the EDPB.

7. Transfersof personal data outside the EuropearEconomic Area

Data controllers and processors may onlyarisfer personal data to third countries or
international organisation®'if data subjects will enjoy aadequate level of protection fotheir
personaldata. Transfers depend on the methods set out below

86 See footnote 76.

87 This means an organisation and its subordinate bodies governed by public international law or any other body
which is set up by, or on the basis of, an agreatrteetween two or more countries such as the United Nations, the
OECD, the FSB, I0SCO, IA8;.
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7.1. Has the Commission adopted an adequacy decision?

The Commission may decide that an entiexritory or sectofs) in a third country offers an
adequate level of protection. Wherthe Commission has adoptean adequacy decision under
the Data ProtectionDirective, transfers of personal data may continue under GDPR to those
jurisdictions without any further need for authorisati#h

An adequacy decision is not, however, free from Idrege. In October 2015, ithe Schrems

casé®, the @urt of Justice of the European Unioannul | ed the Commissi o
regarding the adequacy of the Safe Harbouraamgements between the EU and US.t tAis

stage, it is notclear whether theEU-US Pivacy Shield, whichieplaces Safe Harbouywill be

adoptedand remain free from challenge

7.2. On whatother legal bass may intermediariessend data overseas?

In the absence of an adequacy decisiordasa controlleror data processofacting under the
datacontrollef s auf hmaytygdil | nonadeqeatedgurisdictiantbwelyingpon a
alternative safeguards. These comprise:

9 Binding corporate ruleghese cover a corporate group or group of enterprises engaged
in joint economic activity and must be approveédadvanceby a supervisory authosjt
or

1 Standard contractual clauses that have either been adopted or authorised by the
Commission or aational supervisory authority

Like the Data Protection Directive, the GDPR offedd#ional legal basesderogationg, as
follows:

88 Article 45(9) states that decisions adopted by the Commission on the basis of the current Directive shall remain

in force until amended, replaced or repedlby a Commission Decision adopted in accordance with the GDPR. Few
decisions have been taken so far: Andorra, Argentina, Canada, Switzerland, Faeroe Islands, Guernsey, Israel, Isle of
Man, Jersey, New Zealand, United StateEUUS SafeHarbor (annulled Privacy Shield pending adoption), and
Eastern Republic of Uruguay.

89 Court of Justice of the European Union, Cas862/14,Maximillian Schrems v Data Protection Commissi@ner,
October 2015
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Data subjecexplicit consent;
Performance of a contract;
Legal claims;

Vital interest (such as to save a life or physictdgrity);

=A =2 =4 =4 =4

Legitimate interest (restricted to nomepetitive and residual cases where no otlegal
basisapplies?); and

9 Public interest such as international tax information exchangexchange between
financial supervisory authoritiegtc.

7.3.How should intermediaries respond to third country court judgments or administrative
authority decisions?

Transfers ofpersonaldata in response to a third country court judgment @ecision of an
administrative authority must be based on a mutual legadiagnce treatylntermediariesmay

need to strike the right balance between EU and Member State national data protection law

and ot her jurisdicti ons’'eg audimeney laumderng/amttriberyg at i o n ¢
legislation).

7.4. Next steps for international transfers

As noted in section 7,the Commission intends to adopt a replacement adequacy decision for
transfers to the USA. Th8chrem& case has, in turn, cast doubt over aspects of the alternative
safeguards for transferring data where no apmcy decisiorhas been takennamely binding
corporate rules and standard ctractual clauses (see section Y.2The doubt is due to
revelationsthat clausesin these safeguardmay have been used to compel private companies

to provide personal data for government surveillance purposes. The safeguards may have to be
amended to reflect this caskaw.

%  Both the supervisory authority and the affected data gedis must be informed.
91 Seefootnote 89.
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As nokd in section |Ithe Commissionmay also complete the framework under GRPby
adopting implementing acts on:

1 the adequacy of protection afforded by a third country or a territory or a processing
sector within that third country or an international organisation;

9 standard data protection clauses; and

i formats and procedures sthat data controllers, data processors and supervisory
authorities can exchange information electronicallp(f “ bi ndi ng cor por ate
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CONCLUSION: A CHECKLIST FOR INTERMEDIARIES

In view of the complexity of the new rules set out in the GDPR anadyyof conclusion to this
commentary, this section sets out a checklist of points for the insurance intermediary sector, as

follows:

What is the General Data Protection Regulation/GDPR?

1 The GDPR replaces the Data Protection Directilfeis binding in its entirety and directly
applicable in all Member States of the European Economic Area (EEA)

1
)l
f

9 Chapters
90+ Articles
250+ pages
Much greater detail than in previous EU legislation

It will apply from 25 May 2018 throughout the EEA

What are the key defintions that intermediaries need to be aware of?

1

I ntermedi aries are often either a “data con
thenature and extent of data processing; or
data on a dat a Thkedefihitrorms|dépend onghe ole thetdrniediary

plays in data processingThey are important because responsibilities and liabilities

differ, depending on the designation.

The GDPR permits “joint control” which is |
Member States previously alved, for instance, allowing intermediaries to share
control with an insurer.This is a new opportunity for intermediaries.

The definition of “personal ié @formdtionitat unc har
relates to a living, identified or ident#ble natural persora  “ dat a subj ect ”.
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9 The special categories of personal data are amendegl,
0 healthdatac over s all data pertaining to the

0 restrictions are placed on processing data related affences and criminal
convictions.

1 “Data processing” covers mos Any smtermédiary t i e s
coming into contact with personal data, for instance placing business with an insurer
and managing the insurance contract, is likely to be processing that data andivibeul
subject to the GDPR.

On what basis can an intermediary legally process personal data?

1 The legal bases are largely the same as the Directive, but definitions have been refined.
1 Data subjects must be notified of the legal basis (and the purposkeoptocessing).
1 The following legal bases are commonly used by intermediaries:

0 consent from the data subject;

o performance of a contract;

o fulfilment of a legal requirement;

o0 legitimate interest pursued by the controller or by a third party.

1 Special categdes of data, such as health data, may only be processed with explicit
consent from the data subject.

9 Further processing: a data subject, such as an insured, may agree to their personal data
being processed for the purposes of applying for a policy, bigt does not necessarily
constitute consent for additional processing purposeg. marketing new products.
Intermediaries should consider, in advance, whether the new processing is compatible
with the initial legal basis.

1 Personal data should only be ret@d for specified periods.
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1 Intermediaries should provide clear information to data subjects to facilitate the
exercise of rights:

o within deadlines set out in the GDPR:

A controllers must actwithout undue delay, at least within 1 month of
receipt of a request (+ two further months for complex/multiple cases)

A action = either information provision or giving the reasons why the
request is rejected.

o information must be provided free of charge usfe manifestly unfounded or
excessive (repetitive)ln this case, a reasonable fee may be charged.

o information may be provided in combination with standardized icons to give a
meaningful overview of the intended processing

1 Intermediaries need to notify dat subjects of the legal basis and purpose of the
processing (both direct/indirect data collection)

1 Intermediaries should facilitate access to data that relates to data subjects (without
prejudice to the rights of others), rectify inaccurate and incomplé#ta, and erase data
on request (“t he rAicgnirdier that hap madef tlerdgta publie n " ) .
must take reasonable steps to inform each recipient to whom the data were disclosed
that the data subject has requested erasure, unless it wouldmygossible or involve
disproportionate effort.

1 Intermediaries should refrain from processing personal data
0 where the data subject contests the accuracy, or

0 where the data subject has objected to the processing @nless the legitimate
groundsoft he controll er override the data su

0 A data subject cannot prevent an intermediary from processing data for the
purposes of a legal obligation, such as aminey laundering background
checks or fraud, or from retaining data for the purposéshe defence of a legal
claim against the intermediary. However, it may be possible for the data subject
to request that processing of this data be restricted, pending review.
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T I ntermedi ari es t hat are controlhers$soshaodal a
portability” i f the data is processed on t
contract. This may mean intermediaries should provide information to insureds so that
they can give it to a new service provider.

1 Intermediaries should baware that data subjects may object to processing, including
profiling, unless the controller can demonstrate:

o compelling legitimate grounds, or
o that the processing is necessary for legal claims

1 Data subjects may seek administrative and judicial redragainst intermediaries in
connection with these safeguards to data su

(@}
>
m
T
p]
O
O

Qu

3pT OIT ECEO 11 AAOA O OECEOO xEOE OACAOA
1 Whatis new?

o profiling definition;

o intermediaries should notify data subjects about profiling;

o0 intermediaries should obtain explicit consent from the data subject (to process
personal and special categories of data).

1 As previously, individuals have the right to object where intermediaries use electronic
means to arrive at a decision which:

o0 producedegal effects concerning them, or
o similarly, significantly affects them.
9 These provisions do not apply where processing is:
0 necessary for performance of a contract;
0 authorised by Union or Member State law (with safeguards); or

0 based on t heexplichdormssens ubj ect’ s

57

THE GDPR FROM AN INSURANCE AND FINANNTAERMEDIATION PERSPECTIVE



STERT O EF&SF

Privacy programme management- What are the differences between the Directive and the
GDPR?

1 Intermediaries may have to appoint a Data Protection Officer;

1 Professional associations representing intermediaries may prepare codes of donduc
containing binding and enforceable commitments to specify how the GDPR applies to
their sector;

1 Intermediaries that are controllers should conduct a risk assessment before processing
data, and for high risk processing, conduct an impact assessment anduttothe
national Data Protection Authority;

1 Intermediaries that are controllers should have appropriate policies and
technical/organisational measures in place to prevent unlawful processinglits to
demonstrate effectiveness and compliance are nexary;

1 Intermediaries, whether they are controllers or processors should have appropriate
security measures in place to protect personal data;

1 Relations between joint data controllers and between controllers and processors must
be clearly defined from theutset;

1 New data breach notification requirements for both intermediaries, whether
controllers or processors are set out in the GDPR;

1 Transfers of data outside the EEA are still strictly regulatéatermediaries should
ensure they undertake internatiomadata transfers using one of the following:
Adequacy Decisions, Binding Corporate Rules and Model Clads$esEU and US are
currently negotiating a new mode of trans’
available shortly.
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Intentional or negligent infringement of the GDPRz What should intermediaries be aware
of?

1 Intermediaries should be aware that the GDPR harmonises sanctions for unlawful data

processing or other infringements of the legislatiomhis includes:
1 Administrative fines;

o0 Fines for intentional or negligent breach of the GDPR range between

€10,000,000 and 2% of annual wor |l dwi

such turnover, depending on the infringement.

1 Intermediaries may also be subject to criminal law, depending on the MerStae of
operation;

1 Any wrongdoing may also draw unwanted attention from other agencies for failure to
have proper systems and controls in place;

1 GDPR encourages coordinated action by supervisory authorities;

9 Intermediaries should review their own insme@e coverage to ensure they have
adequate cybersecurity provision.

July2016
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